
Automatisierte Ticketerstellung 
aus Error Logs

Nico Frossard 
Technical Director

Rainer Steinegger 
Senior Software Engineer



2

codefortynine GmbH

● Seit 2018 

● 11 Mitarbeiter 

● Sitz in Karlsruhe 

● Jira & Confluence app vendor 
○ Atlassian Platinum Partner 

(63 weltweit)



Google Calendar for Confluence
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Google Calendar Errors

4



Google Calendar Errors
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ERROR 231116 09:04:00.787 [CLIENT=e8453538, CORR=552643ba]

HTTP 503 Service Unavailable [...]



Google Calendar Errors
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ERROR 231116 09:04:00.787 [CLIENT=e8453538, CORR=552643ba]

com.fasterxml.jackson.databind.JsonMappingException

Error when deserializing: missing field ‘user’



Google Calendar Errors
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ERROR 231116 09:04:00.787 [CLIENT=e8453538, CORR=552643ba]

java.lang.NullPointerException: Cannot invoke "myMethod" because "myObject" 
is null



Google Calendar Errors
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ERROR java.lang.NullPointerException



AWS Error E-Mail
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● Wir schauen alle ERRORs an (~ 40 pro Woche) 

○ Auch 3rd party library errors 

○ Lieber zu viel, als zu wenig
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ERRORs in Spreadsheet dokumentieren

FIXED WON’T FIX NEW TICKET TICKET EXISTS UNKNOWN

● Verschiedene Resolutions



Alert Duty Rotation
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● Wöchentliche Rotation

● Kommt mit anderen Aufgaben 

○ Support 

○ Code Review zuweisen 

○ Build deployen
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ERRORs in Spreadsheet dokumentieren

● 1 ERROR = 1 Task

● 1 ERROR hat “Felder”: Titel, Beschreibung, Assignee, …

● 1 ERROR hat einen “Workflow”: TODO -> IN PROGRESS -> RESOLUTION

● Man will nach ERRORs einfach suchen können
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ERRORs als Jira Ticket dokumentieren
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Alert Dashboard
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Almost there!

● Jira Tickets manuell erstellen ist aufwändig

● Inkonsistent 

○ Jeder hat seine Art, Ticket zu schreiben

● Human error

● Man kann nicht schnell wissen, worum der ERROR geht



Der Weg zur Automatisierung
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Anbindung der Logs zu Jira

17



Anbindung der Logs zu Jira
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Analyse - Fehlermeldung extrahieren

ERROR 231116 09:04:00.787 [CLIENT=e8453538, CORR=552643ba] 
io.dropwizard.jersey.errors.LoggingExceptionMapper   HTTP 503 Service Unavailable: https://www.googleapis.com/
calendar/v3/87gweaiubkbWV9021  
jakarta.ws.rs.ServiceUnavailableException: HTTP 503 Service Unavailable\n at …  
…

ERROR 231119 00:19:41.041 [CLIENT=e8453538, CORR=552643ba] c.w.FrontendErrorResource  frontend error: 
{"promiseRejection":{"name":"SyntaxError","message":"HTTP 503 Service Unavailable:https://www.googleapis.com/
calendar/v3/87gweaiubkbWV9021","stack":"Di@https://cdn-berlin.us.connect.codefortynine.com/calendar/static/
main.js","userAgent":"Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:109.0) Gecko/20100101 Firefox/
119.0","clientId":"3f394432-34df-3c92-
a638-506c1eea661e","pageLoadedDate":"2023-11-17T14:36:45.085Z","errorContext":{"lastSuccessfulRequest":
{"requestOptions":{"url":"/calendar/rest/calendar","type":"GET","cache":false}}}}}
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Analyse - Format anpassen
{ 
   "level" : "ERROR", 
  "mdc" : {  
    "CLIENT" : "e8453538", 
    "CORR" : "3542cac4"  
  }, 
  "logger" : "io.dropwizard.jersey.errors.LoggingExceptionMapper", 
  "message" : "Error handling a request: 308ba79445682f6e", 
  "timestamp" : "2024-04-18T08:21:52.436Z", 
  "stacktraceMessage" : "HTTP 503 Service Unavailable: https://www.googleapis.com/calendar/v3/87gweaiubkbWV9021", 
  "stacktrace" : "jakarta.ws.rs.ServiceUnavailableException: HTTP 503 Service Unavailable\n at …" 
}
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Analyse - Format anpassen :/
{

   "level": "ERROR", 
   "mdc": {  
       "CLIENT": "e8453538", 
       "CORR": "084cfc0b"  
   }, 
   "logger": "com.codefortynine.atlassian.cloud.common.web.FrontendErrorResource", 
   "message": "{\"name\":\"SyntaxError\",\"message\":\"HTTP 503 Service Unavailable: https://www.googleapis.com/
calendar/v3/87gweaiubkbWV9021\",\"stack\":\"Di@https:\/\/cdn-berlin.us.connect.codefortynine.com\/calendar\/static\/
main.js\",\"userAgent\":\"Mozilla\/5.0 (Windows NT 10.0; Win64; x64; rv:109.0) Gecko\/20100101 Firefox\/119.0\",\"clientId\":
\"3f394432-34df-3c92-a638-506c1eea661e\",\"pageLoadedDate\":\"2023-11-17T14:36:45.085Z\",\"errorContext\":
{\"lastSuccessfulRequest\":{\"requestOptions\":{\"url\":\"\/calendar\/rest\/calendar\",\"type\":\"GET\",\"cache\":false}}}}}", 
   "timestamp": "2024-04-10T17:43:06.437Z"  
}
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Analyse - Meta Daten extrahieren
{

   "level": "ERROR", 
   "mdc": {  
       "CLIENT": "e8453538", 
       "CORR": "084cfc0b"  
   }, 
   "logger": "com.codefortynine.atlassian.cloud.common.web.FrontendErrorResource", 
   "message": "{\"name\":\"SyntaxError\",\"message\":\"HTTP 503 Service Unavailable: https:\/\/www.googleapis.com\/
calendar\/v3\/87\gweaiubkbWV9021\",\"stack\":\"Di@https:\/\/cdn-berlin.us.connect.codefortynine.com\/calendar\/static\/
main.js\",\"userAgent\":\"Mozilla\/5.0 (Windows NT 10.0; Win64; x64; rv:109.0) Gecko\/20100101 Firefox\/119.0\",\"clientId\":
\"3f394432-34df-3c92-a638-506c1eea661e\",\"pageLoadedDate\":\"2023-11-17T14:36:45.085Z\",\"errorContext\":
{\"lastSuccessfulRequest\":{\"requestOptions\":{\"url\":\"\/calendar\/rest\/calendar\",\"type\":\"GET\",\"cache\":false}}}}}", 
   "timestamp": "2024-04-10T17:43:06.437Z" 
}
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Zwischenstand
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Jetzt wird es erst interessant :)

● Duplikate vermeiden
○ Folgefehler
○ Outages einer 3rd Party Integration
○ ähnliche Fehler

● eine große Outage sollte die Jira Instanz nicht lahm legen
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Merge Strategien - Levenshtein Distanz

Wie viele einzelne Schritte sind nötig um eine Zeichenkette in eine andere zu überführen?

Error when running action create: Optional[customfield_12088: Type of work is required.]

Error when running action create: Optional[customfield_11048: Type of work is required.]
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Merge Strategien - Masking

Welche Teile einer Zeichenkette interessieren uns beim Vergleichen überhaupt?

HTTP 503 Service Unavailable: https://www.googleapis.com/calendar/v3/87gweaiubkbWV9021 while retrieving calendar 
details for client 1173858a-2ced-419d-9fda-343db4e0c41f 

HTTP 503 Service Unavailable: https://www.googleapis.com/calendar/v3/98hg32bibsdvjkbkj while retrieving calendar 
details for client a37e000d-114b-4d96-b029-5a622b3b4348
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Merge Strategien - Masking

Welche Teile einer Zeichenkette interessieren uns beim Vergleichen überhaupt?

HTTP 503 Service Unavailable: https://www.static.com while retrieving calendar details for client aaaaaaaa-aaaa-aaaa-
aaaa-aaaaaaaa 

HTTP 503 Service Unavailable: https://www.static.com while retrieving calendar details for client aaaaaaaa-aaaa-aaaa-
aaaa-aaaaaaaa

27

https://www.googleapis.com/calendar/v3
https://www.googleapis.com/calendar/v3
https://www.googleapis.com/calendar/v3


Merge Strategien - über Meta Daten 

{ 
   "level" : "ERROR", 
  "mdc" : {  
    "CLIENT" : "e8453538", 
    "CORR" : "3542cac4" 
  }, 
  "logger" : "io.dropwizard.jersey.errors.LoggingExceptionMapper", 
  "message" : "Error handling a request: 308ba79445682f6e", 
  "timestamp" : "2024-04-18T08:21:52.436Z", 
  "stacktraceMessage" : "HTTP 503 Service Unavailable: https://www.googleapis.com/calendar/v3", 
  "stacktrace" : "jakarta.ws.rs.ServiceUnavailableException: HTTP 503 Service Unavailable\n at …" 
}
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Merge Strategien - Zeitliche Nähe 

{ 
   "level" : "ERROR", 
  "mdc" : {  
    "CLIENT": "e8453538", 
    "CORR" :  "3542cac4"  
  }, 
  "logger" : "io.dropwizard.jersey.errors.LoggingExceptionMapper", 
  "message" : "Error handling a request: 308ba79445682f6e", 
  "timestamp" : "2024-04-18T08:21:52.436Z", 
  "stacktraceMessage" : "HTTP 503 Service Unavailable: https://www.googleapis.com/calendar/v3", 
  "stacktrace" : "jakarta.ws.rs.ServiceUnavailableException: HTTP 503 Service Unavailable\n at …" 
}
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Merge Strategien zusammengefasst
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Einführungsphase
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Einführungsphase
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Learnings - Error Loops 
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Learnings - Größerer Ausfall
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Zusammenfassung
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● Nach ~6 Monaten sind wir ganz zufrieden 

○ Wir sparen viel Zeit 

○ Wir sind effizienter

● Automatisierung bringt neue challenges 

○ z.B. Duplicates automatisch identifizieren

● Wir werden in der Zukunft weiterhin unsere Lösung verbessern



36

Feedback



Why not AI?
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