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security testing in continuous integration

software security issues:
what could possibly go wrong?

- leakage of business data
- leakage of user/customer data
- service interruption

- industry malfunction

- death (§))
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security testing in continuous integration

examples:

equifax - "Credit Monitoring”

hacked 2017
vulnerability in Apache Struts dependency

143,000,000 SSN
209,000 credit card numbers
182,000 “consumers” with PII
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https://krebsonsecurity.com/2017/09/the-equifax-breach-what-you-should-know/

examples:

Mossack Fonseca - “Law Firm and coprorate service provider”

hacked 2015
vulnerability in Drupal

11.5 million leaked documents about
money laundering
tax avoidance
corruption

https://en.wikipedia.org/wiki/Panama_Papers
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https://en.wikipedia.org/wiki/Panama_Papers

security testing in continuous integration

what stops developers from patching?

negligence
priorities / lack of time
skills / training

insight

“security - not my department” (or is it?)

Christian Kihn - @CYxChris

yyyyy




security testing in continuous integration Christian Kiihn - @CYxChris




security testing in continuous integration

Solution?

DevSecOps

CAUTION

ENTERING
BUZZWORD
ZONE
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\/ testtage 1 > Pipeline Anderungen Tests Artefakte d_) /’ * =3 [Ausloggen] X

Branch: master (4 @ 1m41s Keine Anderungen
Commit: 35bd92b © 7 minutes ago Branch indexing

Show runtime
Start version mvn cleanup Unit Tests package artifact upload docker build docker push End

—© o o—© O—O0—©—o
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v testtage < 3 Pipeline Anderungen Tests Artefakte b V4 Q 2] ‘Ausloggen X

Branch: master (4 @ 22s Anderungen von chris

Commit: T096488 (© afew seconds ago Replayed #2

Show runtime dependency container security
Start version mvn cleanup Unit Tests check package artifact upload docker build docker push scan api security scan  docker cleanup  End

— 00— 00— 0—0—0—0—0—0—0—0—©O

dependency container security
check scan api security scan
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testtage <2 Pipeline Anderungen Tests Artefakte b /‘ * 5 [ Ausloggen J

inch: master (4 @ 2m 40s Anderungen von chris

mmit: T096488 @®© an hour ago Branch indexing

Show runtime dependency container security
Start version mvn cleanup Unit Tests check package artifact upload docker build docker push scan api security scan  docker cleanup End

——O0—0 o——0—©0 o—0—0—0—90 O——o
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CVE - Common Vulnerabilities and Exposures

vulnerability

/vAaln(a)ra biliti/
noun

1. the quality or state of being exposed to the possibility of being attacked or harmed, either physically or emotionally.

CVE - reference for publicly known information-security vulnerabilities and exposures
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AXCVE-2017-5638 Detail

MODIFIED QUICK INFO
This vulnerability has been modified since it was last analyzed by the NVD. It is awaiting reanalysis which may result CVE Dictionary Entry:
in further changes to the information provided. CVE-2017-5638
NVD Published Date:
.. 03/10/2017
Current Description NVD Last Modified:
The Jakarta Multipart parser in Apache Struts 2 2.3.x before 2.3.32 and 2.5.x before 2.5.10.1 has incorrect exception 03/03/2018

handling and error-message generation during file-upload attempts, which allows remote attackers to execute arbitrary
commands via a crafted Content-Type, Content-Disposition, or Content-Length HTTP header, as exploited in the wild in

Source: MITRE
Description Last Modified: 09/22/2017
4View Analysis Description

Impact

CVSS v3.0 Severity and Metrics:

Base Score: 10.0 CRITICAL

Vector: AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H (V3
legend)

Impact Score: 6.0

Exploitability Score: 3.9

Attack Vector (AV): Network
Attack Complexity (AC): Low
Privileges Required (PR): None
User Interaction (Ul): None
Scope (S): Changed

security testing in continuous integration

March 2017 with a Content-Type header containing a #cmd= string.

CVSS v2.0 Severity and Metrics:

Base Score: 10.0 HIGH

Vector: (AV:N/AC:L/Au:N/C:C/I:C/A:C) (V2 legend)
Impact Subscore: 10.0

Exploitability Subscore: 10.0

Access Vector (AV): Network
Access Complexity (AC): Low
Authentication (AU): None
Confidentiality (C): Complete
Integrity (I): Complete
Availability (A): Complete
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security testing in continuous integration

dependencies

example: little maven/springboot demo-project:
github.com/cy4n/broken

6 maven dependencies

71 transitive dependencies
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find vulnerable dependencies

4

DEPENDENCY-
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security testing in continuous integration

local .h2 db

DEPENDENCY-

https://NVD.nist.gov

mvn dependency-check:check
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> Issues

v OWASP-Dependency-Check > Reliabilty @

v Security ©

C“ucal Sever'ty v‘-llrw’m“ﬂm e Color: Worse of Reliability Rating and Security Rating Size: Lines of Code

On new code OA 0B [C 0OD OE

High Severity Vulnerabilities nerites
@ (D .

Leak Period: since 06.00.00

Rating
Remediation Effort

Inherited Risk Score Overall

Vulnerabilities

Low Severity Vulnerabilities .
Medium Severity Vulnerabilities > Maintainabilty ©

> Coverage

Total Dependencies > Duplestions

> Size

Total Vulnerabilities LT (L

> Issues

v OWASP-Dependency-Check
Critical Severity Vulnerabilities
High Severity Vulnerabilities
Inherited Risk Score
Low Severity Vulnerabilities
Medium Severity Vulnerabilities Technical Debt

Total Dependencies

Total Vulnerabilities Get quick insights into the operational risks. Any color but green indicates immediate risks: Bugs or Vulnerabilities that should be examined. A position at the
top or right of the graph means that the longer-term health may be at risk. Green bubbles at the bottom-left are best.

10min

Vulnerable Component Ratio
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FROM cy4n/broken:latest
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security testing in continuous integration

\

DB (postgres)

clair

clair

A Container Image Security Analyzer by CoreOS

™ CVE Data

AR
\

https://NVD.nist.gov

clair-scanner ... <image>
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https://github.com/arminc/clair-local-scan

arminc/clair-db arminc/clair-local-scan
(nightly)

docker run -d --name db arminc/clair-db:latest
docker run -p 6060:6060 --1link db:postgres -d --name clair arminc/clair-local-scan
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((QUAY Repositories  Tutorial I Blog Q. +_P n

B 56c0fa71e47b

Quay Security Scanner has detected 13 vulnerabilities.
Patches are available for 4 vulnerabilities.

1 High-level vulnerabilities.

1 Medium-level vulnerabilities.
2 Low-level vulnerabilities.

5 Negligible-level vulnerabilities.
4 Unknown-level vulnerabilities.

Image Vulnerabilities Filter Vislnerabilties..
CVE SEVERITY § CURRENT VERSION FIXED IN VERSION INTROQUCED N IMAGE

A wgh 3.16,7-ckt20-1+debbu3 B oot w.
A Medum 49.2-10 B fitc:vsien.
A Low 2.19-18+debSu3 [ a0 IEITTCISTON
A Low 3.16.7-ck120-1+debBu3 B cotooct .
A Negligible * 3.16.7-ck20-1+debBu3 B oot o
A Negigible * 3.16,7-ckt20-1+debbu3 RS oot w.
A Negligible * 2191 B oot o
A Negigible 316.7-ck20-1+debbu3  © 306 7k tedobsus  [EED opt-oet w.
A Negigible * 215-17+debsu3 [ a0 EEITTCTSTON
A Unknown 2.16,7-ckt20-1+debBu3 B octooct w.
A Unknown 3.16.7-ck20-1+debbud  © 3067k todebius  [EED opt-oct w.

A Unknown 3.16.7-ckt20-1+debBu3 © 3.16.7-ckt20-1+deb8us _ apt-get wp.

%
%
%
%
%
%
%
%
%
%
%
%
%

A Unknown 3.16.7-cke20-1+debbud  © 20670 edebst  [ERD opt-get w.
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ZAProxy

APl / Webserver
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APl / Webserver

OWASP ZAProxy

url spider
passive (and active) modes
dynamic scanner
ajax supported
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security testing in continuous integration

zap2docker myApp

docker run -t owasp/zap2docker-stable zap-baseline.py -t http://<URL>
HTTP
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