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java security

Ungefahr 56.800.000 Ergebnisse (0,31 Sekunden)

Java | heise Security - Heise Online

www.heise.de » Security » Erste Hilfe » Browsercheck ~

Wegen einer aktuellen Sicherheitsliicke sollten Sie Java derzeit nicht einsetzen. Falls
Java oben als "aktiv" angezeigt wird, deaktivieren Sie die Erweiterung im ...

Java security - Wikipedia, the free encyclopedia
en.wikipedia.org/wiki/Java_security v Diese Seite Ubersetzen

The Java platform provides a number of features designed to improve the security of
Java applications. This includes enforcing runtime constraints through the ...

Was muss ich tun, wenn ich einen Sicherheitshinweis ... - Java
https://www.java.com/de/download/help/appsecuritydialogs.xml ~

Das Update 21 fur Java 7 hat Veranderungen im Verhalten des Java-Browser-Plug-ins
eingefihrt, durch die Sie besser informierte Entscheidungen treffen ...

java.com Java Security Resources

www.java.com/en/security/ v~ Diese Seite Ubersetzen

This page is a reference on security for Java. It also provides additional resources to
related sites.

What Developers Need to Know About Java Security
www.java.com/en/security/developer-info.jsp ¥ Diese Seite lbersetzen

What Developers Need to Know About Java Security. Duke and security shield. Java is
the most powerful tool you can use as a developer to deliver full featured ...

How to Control Concurrent Active User session in Java Web ...

https://plus.google.com/.../dkn7NwOr1YN ~ Diese Seite (ibersetzen
@ Javarevisited

04.04.2014 - How to Control Concurrent Active User session in Java Web
Application using Spring Security Spring security offer many Out Of Box
feature required in a Secure ...
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Output escaping

Coverity Security Library
github.com/coverity/coverity-security-library

OWASP Java Encoder
www.owasp.org/index.php/OWASP_Java_Encoder_Project

Allow selected HTML tags/ attributes

OWASP HTML Sanitizer
www.owasp.org/index.php/OWASP_Java_HTML_Sanitizer_Project



Gontent Security Policy is framework independent

Blocks ALL
inline scripts

Send

<script>alert(document.cookie ) < LSl s

Whitelist valid resource URLs

response.setHeader ("Content-Security-Policy",
"default-src 'self'; img-src *; object-src
applets.sample.de; script-src
scripts.sample.com; style-src *.sample.com");

Report only as test mode

response.setHeader ("Content-Security-Policy-
Report-Only", "default-src 'self'; report-uri
CSPReporting");

www.w3.0rg/TR/CSP



<?xml version="1.0" encoding="UTF-8"?2>
<web-app ... version="3.1">
<l e ... ==>
<session-config>
<session-timeout>30</session-timeout>
<cookie-config>
<http-only>true</http-only>
</cookie-config> N
<track1ng—mode>C00KIE<“
</session-config>
</web-app>

tracking-mode>

“Tomcat 7



Intercent requests/ responses with OWASP ZAP

e 00 Untitled Session - OWASP ZAP
Standardmode  : || (B | |m|[F|@ e BIEIE D2 DT UV e RiP/o/XEd4 @ 9
PSS scripts | | & Schnellstart =% Request <= Response Skripting-Konsole
v @ v Snes Method 3| | Meader Text | | Body:Table 3 ||
¥ o Fhntp://localhost 8080
¥ GET:XSS POST http://localhost:8080/XSS/ index. xhtal NTTP/1.1
v i RXSS Host: localhost:8080
» GET User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S5 X 10.9; rv:28.0) Gecko/20100101 Firefox/28.0
. styles.css Accept: text/html,application/xhtalexml,application/xml;q=0.9,+/+;0=0.8
¥ o ¥ javax.faces.resource Accept-Language: de,en-US;q=9.7,en;q=0.3
¥ GET styles.css.xhmliiin) Referer: http://localhost:8080/X5S/

Cookie: JSESSIONID=EF83108967CE4AF4E4233C66081757C8E
Connection: keep-alive

Content-Type: application/x-www-fore-urlencoded
Content-Length: 149

'Typc Parameter Name Value Functons
form Javax.faces.ViewState 8533353928494726999%3A-8205946838961632672 1§ Addins d
form standardForm ‘standardForm Il Addins .
form standardForm®3Aj_idt7 Send | Addins G
standardForm®3Astandard scnpt>alert(de : ]- Addins 3~
| Addins ’)
_ % Search X Break Points U Alerts ) Active Scan ¥ Spider 7 “Forced Browse® & Fuzzer | | Params « Http Sessions . Zest Results < Clients ¥ WebSockets p |
@ O ;’ Fl“e’lo“
Id Req. Timestamp Method URL Code Reason RTT Size Resp. Body Highest Alert Note Tags I
120/04/14 12:29:17 CET hup:/ locathost BOB0 /XSS/ 200 0K 24 ms 1.61KiB ¥ Low Form, Hidden, AntCSRF
320/04/14 12:29:17 GET http:/ /locathost 8080 /XSS5/styles.css 404 Not Found 8ms 979 bytes ¥ Low Comment
$20/04/14 12:29:17 CET http:/ localhost B0O80 /XSS/javax.faces.resource /styl... 200 0K 7 ms 123 bytes  Low
Alerts 0 RO =1 M) CurrentScans A 0 %0 0 £0 0 o0

www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project






Gontent Security Policy as second layer of defense













stop fake requests with random anti GSRF tokens
/




Built-in protection

JavaServer Faces (improved In 2.2)
jcp.org/en/jsr/detail?id=344

CSRF extension

Spring Security 3.2
projects.spring.io/spring-security

Enterprise Security API
www.owasp.org/index.php/Category:OWASP_Enterprise_Security_API



Test your GSRF protection with faked tokens

Untitled Session - OWASP ZAP

mpl@lile DISI8 IDIE D@ V e RPploX B L= B (€
| & Schnellstart = Request <= Response Skripting-Konsole

Method $ Header: Text - Body: Table ¢ M=

POST http://localhost:8080/Che8_CSRF/ProtectedServiet HTTP/1.1

Host: localhost:8080
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.9; rv:28.0) Gecko/20100101 Firefox/28.90

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8

Accept-Language: de,en-US;q=0.7,en;q=0.3

Referer: http://localhost:8080/Ch08_CSRF/requests-protected. jsp

Cookie: JSESSIONID=0FG6FDEBCF93BB19AB412C8400CC8ECD2

Connection: keep-alive

Content-Type: application/x-www-form-urlencoded

Type Parameter Name Value Functions
CSRF_TOKEN 2952260897245276622 Addins

form [name Test | Addins

“r >

eo0o Ch08_CSRF .

3

Forms
¥ greetingProtected (FORM)

csm_m (HIDDEN) CSRF_TOKEN (HIDDEN)

<unknown> (SUBMIT) CSRF_TOKEN = 2952260897245276622

g Name Submit

type =« hidden

value = 2952260897245276622
name « CSRF_TOKEN

www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project
addons.mozilla.org/en-US/firefox/addon/groundspeed
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Test the functionality you rely on

T







Find insecure lihs with OWASP Dependency Check

e OO0 (L] Ch07_XSS — bash — 60x5 e

Last login: Sun Apr 20 13:53:02 on ttys00l
marvin:Ch@7_XSS dos$ mvn dependency:copy-dependencies

e OO (] Ch07_XSS — bash — 63x5 "

Last login: Sun Apr 20 13:58:32 on ttys001
marvin:Ch@7_XSS dos$ dependency-check.sh ——app Ch@7_XSS --out .
--scan target/dependency

www.owasp.org/index.php/OWASP_Dependency_Check



Not every vuinerability may atiect your application

\ A
® OO J > Dependency-Check Report \-}- ks

7
/
!

O Suche oder Adresse eingeben C B ® f - =

Dependency-Check Report

Dependency-Check is an open source tool performing a best effort analysis of 3rd party dependencies,; false positives and false negatives may exist in the analysis performed by the tool. Use of the tool
and the reporting provided constitutes acceptance for use in an AS IS condition, and there are NO warranties, implied or otherwise, with regard to the analysis or its use. Any use of the tool and the
reporting provided is at the user’s risk. In no event shall the copyright holder or OWASP be held liable for any damages whatsoever arising out of or in connection with the use of this tool, the analysis
performed, or the resulting report

Project: Ch06

Scan Information (show all):

e dependency-check version. 1.2.1

e Report Generated On: Mai 11, 2014 at 15:15:47 MESZ
e Dependencies Scanned: 37

e Vulnerable Dependencies: 2

e Vulnerabilities Found: 3

e Vulnerabilities Suppressed: 0

. ...

Dependency Display: show all

* commons-fileupload-1.2.jar
e javassist-3.18.1-GA.jar

Dependencies

commons-fileupload-1.2.jar
>






other languages ~ the difference
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